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Windows Installer

Preparing to install... . . . .
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Symantec Endpoint Protection
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Please wait while Windows configures Symantec Endpoint Protection W i ols
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Time remaining: 8 seconds C T
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'J Symantec Endpoint Protection X

Please keep your information current.
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User information is required by the system administrator(s)

The fields with an asterisk (*) require answers.

The other fields are optional.

[ Firstname, middle initial, and last name. (Example: John J. Doej
o

[ Email (Example: john@mycompany.com)
&

] — 2l 3505 1) Jaasl
Job Title:
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Department

siana o805 1 55 Ul 05l
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Office Phone Number. i lo 3] dsiad i S jgee g3

[EmplcyeefContractorNumber: ]
E
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Maobile Ph Mumber:
E obrie Fhone Mumber ]‘—— Aasles 3l 1) 395 Jaliga o leds

Home Phone Mumber:

dmles 2l 1 292 SileMbl

Employment Status:
Choose one

0K Cancel
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Symantec Endpoint Protection

The Symantec Endpoint Protection installation requires this computer to restart.

If you choose not to manually restart this computer, it will restart automatically on
Tuesday, July 11, 2023 3:41 AM.

Remind me in: 5 mins w Remind Me Later Restart Now
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Password

Enter your password:

oK

Symantec™ Endpoint Protection

Status - Symantec Endpoint Protection

Status

J Your computer is protected.

| Status ' )\ No problems detected.
Scan for Threats
Change Settings Protection definitions are current

View Quarantine
View Logs The following Symantec security components are installed on your computer:

]

Virus and Spyware Protection Options
Protects against viruses, malware, and spyware
Definitions: Monday, July 10, 2023 r7

LiveUpdate...

Proactive Threat Protection Options
Provides advanced behavioral protection against unknown threats
Definitions: Wednesday, July 5, 2023 r1

Pratects against Web, network threats, and zero-day exploits
Definitions: Friday, July 7, 2023 r71

Web and Cloud Access Protection Options

Protects Internet traffic by routing through a cloud security gateway
Definitions: Tuesday, October 18, 2022 r5

E% Network and Host Exploit Mitigation Options
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UD Status - Symantec Endpoint Protection
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X

Status (@) LiveUpdate Status
Y

]

Scan for Threats
Change Settings
View Quarantine

View Logs The following

LiveUpdate...

=
@Symantec.

A Division of Broadcom

LiveUpdate Status

Status of the current LiveUpdate session is listed below

> Policy Command Handler

> SEPC Error Submission Control Data

> Extended File Attributes and Signatures
> Submission Control Signatures

> Endpoint Detection and Response

> Symantec Endpoint Foundation Win64
> Browser Extension Win64 ]
> Revocation Data

> Symantec Endpoint Protection Client Patch

> Advanced Machine Learning (Static) content Win64
> Web and Cloud Access Protection

> Windows Host Integrity Content

> SONAR Heuristics engine ]
> Symantec Endpoint Protection Upgrade Win64

Initializing...
ing to HTTPS://liveupd T q

P|
D

Privacy Statement

R W

Definitions:

Web and Cloud Access Protection
Protects Internet traffic by routing through a cloud security gateway
Tuesday, October 18, 2022 r5
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Scan for threats - Symantec Endpoint Protection

.

Scan for threats

Active Scan in progress...

Scans your entire computer and

Status J m Active Scan Full Scan
Scan only the most commonly
Scan for Threats infected areas.

Change settmgs Duration: 1-2 minutes
View Quarantine Run Active Scan
View Logs

can run in the background.
Duration:  30-120 minutes

Run Full Scan

LiveUpdate...
Scanning memory and system loadpoints for risks...
%] \d \storport.sys
ican
Filename Risk Action Risk Type Logged By Orig [,
! Remove Risks Now Details Other Actions Pause Scan I | Cancel Scan >
Files scanned: 357 Risks found: 0 Files trusted: 48
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Virus and Spyware Protection Settings X
Outlook Auto-Protect Early Launch Anti-Malware
Global Settings Auto-Protect Download Insight

Scan Options

These configurations are shared between On-Demand scans and
Auto-Protect.

Enable Insight for: Symantec Trusted v
What is Insight?

Enable Bloodhound heuristic virus detection ~ Automatic ™

What is BloodHound?

Exceptions: View List

Log Retention

Select the time period to retain virus and spyware protection
logs.

Delete logs older than: 14 —: days v

Internet Browser Protection

Specify the address to use as the home page when a security risk changes
your home page.

https://www.broadcom.com/support/security-center




Proactive Threat Protection Settings
SONAR  Suspicious Behavior Detection System Change Detection

Enable SONAR What is SONAR?
Actions for threat detection

Specify actions if SONAR finds a threat:
High risk detection: Quarantine v
Low risk detection: Log v

[_JEnable Aggressive Mode

When detection found: Show alert upon detection
(] Prompt before terminating a process
(] Prompt before stopping a service

Options

Scan files on remote computers

Network and Host Exploit Mitigation Settings

Firewall Intrusion Prevention Memory Exploit Mitigation Notifications Logs

Enable Network Intrusion Prevention
Enable Browser Intrusion Prevention
[ ] Log detections but do not block

Enable URL reputation
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View Quarantine - Symantec Endpoint Protection

View Quarantine

—

Status
Scan for Threats
Change Settings
View Quarantine

View Logs

LiveUpdate...

)
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Files and registry entries that are quarantined, backed up, or repaired are listed below.

<

|
Risk ‘ Filename | Type | Original Locati nri ‘ Status
SMG.Heur!gen Loader.exe Backup CihUser~'AHMADIDA | Infantad
Restore
SMG.Heur!gen Loader.exe Backup C:\Usel xd
PUA.Superfluss utorrent_inst... Quarantine C:\Usel Add... xd
SMG.Heur!gen GRD_Active.... Backup C:\Usey E|

Properties

5910lS 31 JalS yoby o dighi )3 Jols i

Restare Delete Rescan All

Purge Options

Export Add...
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% Risk Details

]
B SMG.Heurlgen

[ Action The file was deleted successfull ] [ Current location: C:\Users\Desktop\Flast ]
[ Date found: 7/4/2023 ] [Status: Infected ]
[ Category: Malware ] [Scan type: Auto-Protect scan]
Sub Category: Heuristic Virus SOMNAR Risk level: Mot available
Download site: Not available SONAR Unknown
Download by: Not available
Source Computer: Local host Historical Reputation: Reputation was not used in this
Historical Prevalence: Mot available
[File size: 2428332 ]
First Seen: Mot available
Company name: Not available Current Reputation: Mot available
Product version: Not available Current Prevalence: Mot available
Hash: 3A4637230861DA31ASACECF7 URL Tracking: on
97F96C5109B9103F3FDA4A30 '
CECB6293DAYAABDF

Corrective Actions:

Type Description Action Taken Remediation Status
] Infected File C:\Users\Desktop\Fl... Cleaned by deletion Successful
< Previous Next = Close
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@ Change Settings - Symantec Endpoint Protection

Change Settings

Status @
Scan for Threats

| Change Settings
View Quarantine

View Logs @

LiveUpdate... @

Virus and Spyware Protection

Protects against viruses, malware, and spyware

Proactive Threat Protection

Provides advanced behavioral protection against unknown threats

Network and Host Exploit Mitigation
Protects against Web, network threats, and zero-day exploits

Web and Cloud Access Protection

Protects Internet traffic by routing through a cloud security gateway [
oSl Cagar Likianl D ju0 Ay i piis] uyliw g ddigy (Jolb eubiil

Configure Settings ]

Configure Settings ]

Configure Settings ]

Configure Settings ]

&

Exceptions \

Exceptions provide the capability to exclude files, folders, and
processes from being scanned

L

Configure Settings ]

=

Exceptions

User-defined Exceptions

Client Management
Provides functionality to manage this client

Configure Settings ]

A les S Add aeSd 595 2 o0 3 axduo o
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Exception Item

Exception Type Action

Add 425> 95 2
Ansles S

Add Edit...

Delete

Close

10

Help
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[D Change Settings - Symantec Endpoint Protection = X

| Exceptions X

Change Setting:

User-defined Exceptions
Status Virus and S | Exception Item Exception Type Action
I Q Protects agains| L g il la ywyol
: Hw sleisl Sz (yols sla
\ Change Settings S e Pty |F
View Quarantine Proactive T
View Logs Provides advan¢
LiveUpdate... Network at
Protects agains!
B2 el
)‘B)ngﬁ)' (Fe] l Web and C| Solw sleiel Sz ‘,smnl RVRVY adigy sl
o Protects Interne
el sl ol [ s
{
- ‘ PR |
DNS/HOSt \ Q Security Risk Exception > / slystls
4 SONAR Exception > ﬂ ‘— Help
DNS or Host File Change Exception > (Folder)
Application Exception Exten5|ons
@ Provides function:Iity to manage this client I L Configure Settings ]
Trusted Web Domain Exception X
Trusted Internet Domain Exception Comd 0 JLio lgie &
................................................................................................................... Web DO m ai n
Specify a web site or IP address that you want to exclude from security risk scans . T 4oy
or URL reputation-based IPS detections. 9 L W'Lw <9 Uﬁ)o‘ %‘9’ C
Mote: This feature requires Download Insight or Network Intrusion Prevention . 7 7
with URL reputation enabled. Joloi a5 cS.’.Lb a4 sl ool L
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@ View Logs - Symantec Endpoint Protection X

= Help
Status The logs you can view are listed below.
Scan for Threats
Change Settings Virus and Spyware Protection
View Quarantine Protects against viruses, malware, and spyware
| View Logs
Proactive Threat Protection
LiveUpdate Provides advanced behavioral protection against unknown threats
Network and Host Exploit Mitigation
Protects against Web, network threats, and zero-day exploits
Web and Cloud Access Protection
Protects Internet traffic by routing through a cloud security gateway
Client Management
: Provides functionality to manage this client
Virus and Spyware Protection Logs X ..“ . ‘ A

System Log Risklog Scanlog

& ‘ & |, &
Filename Risk Action Risk Type Logged By Gl 50yl

L [ utorrent installerexe | PUASuperfluss | ARV
AP

Called & ,U
yplogls

Iy ol

Export Clean Delete Undo Quarantine Filter
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